Komnsromepnule eupycoi

KoMIbroTepHBId BUPYC - 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX MPOrpamM, OTIMYUTEIbHOU
OCOOEHHOCTBIO KOTOPOMW SIBJISIETCSI CIOCOOHOCTh K Pa3MHOXKEHHIO. B J10moJiHEHHE K ATOMY,
BUPYCbl MOTYT TOBPEAWTh WM TMOJHOCTbIO YHHMUYTOXHUTb Bce (hailibl M JIaHHBIE,
MIOJIKOHTPOJIbHBIE MTOJIH30BATENI0, OT UMEHH KOTOPOTO0 Obljia 3amylieHa 3apakEHHas MporpaMma,
a TaKXe TMOBPEIUTh WIHM JlaXK€ YHUUTOXHUTh ONEPAIMOHHYIO CHCTEMY CO BceMu daiiamu B
1esioM. B OonbIIMHCTBE cilydaeB paclpoOCTPAHAIOTCS BUPYCHl Yepe3 UHTEPHET.

Metoapbl 3aUThI OT BPEIOHOCHBIX MPOTPAMM:

1. HCHOHBBYﬁ COBPCMCHHLIC OIICPAIIMOHHBIC CUCTCMBI, UMCIOIINUC CGpBéSHBIﬁ YPOBCHD 3allIUTHI OT

BPEJIOHOCHBIX MPOTPAMM;

2. IlocTossHHO ycTaHaBnuBail matuu (U(POBBIC 3aIlIaTKA, KOTOPHIE aABTOMATHYECKU
YCTaHABIMBAIOTCS € LEJIbI0 JOpa0OTKM NpPOrpaMmbl) M JApyrHue OOHOBIEHUS CBOEU
onepanuoHHOM cucteMbl. CkaunBail UX TOJIBKO ¢ 0UIIHATLHOTO caliTa paspadorunka OC. Eciu
CYHIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIECHUS, BKIIOUH €T0;

3. PaOotail Ha cBoeM KOMIIBIOTEPE MO/ IPaBaMHU MOJIb30BATENS, a HE AJIMUHUCTPATOPA. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM MHCTAJUTMPOBATHCS HA TBOEM MEPCOHATHLHOM
KOMIIBIOTEDPE;

4. Hcnonb3ydl aHTUBHUPYCHBIE MPOTPAMMHBIE MPOAYKTHl HW3BECTHBIX MPOU3BOJUTEIIEH,
aBTOMATHYECKUM OOHOBIIEHHEM 0as3;

5. Orpanuub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Ucmonw3yil BHeIIHME HOCHUTENM HMH(POpMALMU, TaKue Kak (QJemka, /maek win ¢danm
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (AIbI, TOTYYEHHBIE U3 HEHAIEKHBIX UICTOUYHUKOB. Jlaxe Te
(haiisbl, KOTOpPBIE IPHCIIA TBOM 3HAKOMBIH. JIydille yTOYHU y HEro, OTHPABIISII JIU OH TEOE UX.
Cemu WI1-FI

Wi-Fi - 310 He BU/I ITepeiauu JaHHBIX, HE TEXHOJIOTHS, a BCET0 JIMIIL OpeH 1, Mapka. Eme B 1991
rofy HuUJepiaHAcKas KommaHus 3apeructpupoBana Openn «WECA», duro o00603Hagano
ciioBocouetanne «Wireless Fidelity», koTopslii mepeBouTCs Kak «0eCIpoBOHAS TOYHOCTHY.
Jlo Hamiero BpeMeHu Jouuia Apyras abopeBuarypa, KOTopas SIBISIETCS TaKOM K€ TEXHOJIOTHEH.
Orto abbpesuarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JAHO C HAMEKOM HAa CTaHAAPT BBICIIHI
3ByKOBOU TexHUKH Hi-Fi, 4T0 B mepeBojie 03HaUaeT «BBICOKAs TOUHOCTDY.

Jla, OecryaTHBIM HMHTEPHET-AOCTYN B Kade, OTeNsX M a’pomnoprax sBISETCS OTIUYHOU
BO3MOJKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE SKCIIEPThI CUMUTAIOT, uTO 00IIe0cTynHbie WiFi
CETH HE SBJISIOTCS 0€30MaCHBIMU.

Cogetsl 10 Oe3omacHOCTH padoTe B o0menoctynHbix cetsx Wi-fi:

1. He mepenasaii cBoro yimuHyro uHpopmarnuto depes obdmenocrynubie Wi-Fi cerun. Paboras B
HUX, KEJIATEJIbHO HE BBOJUTH MAPOJIU AOCTYMA, JOTUHBI U KAKHE-TO HOMEPA;

2. Ucnionb3yit ¥ OOHOBIIAM aHTUBHUPYCHBIE TpOrpamMmbl UM OpaHaMaysp. Tem cambIM Thl
obe3omnacuillb ce0s OT 3aKaYyKU BUpYyca Ha TBOE YCTPOUCTRO;

3. IIpu ucnonwszoBanuu Wi-Fi otkmoun pynknuo «O0mmit qoctyn K daiaam U IpUHTEPAM.
Jannast GyHKUMS 3aKpbITa IO YMOJYAHHUIO, OJJHAKO HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT €€
7T y100CTBA UCTIOIB30BaHUS B paboTe Uitk yueoe;

4. He ucnionw3yit myonuunsnii W1-F1 mis nepenayn TMYHBIX JaHHBIX, HATPUMED, JUIS BBIXO/A B
COIIMAJIbHBIE CETU WJIU B BJIEKTPOHHYIO MOYTY;

5. Ucmonb3yit Tosbko 3amuiieHHoe coenuuenue uepe3 HTTPS, ane HT TP, 1.e. mpu Habope BeO-
agpeca BBoau uMeHHO «https://»;

6. B moOounsHOM Tenedone oTkimoun pyHkiuio «Iloakmouenue k Wi-Fi aBromatnuecku». He
JOMyCKaii aBTOMaTUYECKOTO MOIKIIIoUeHHs yeTporcTBa Kk cetsim Wi-Fi 6e3 TBoero cormacusi.

' CoyuanvHuvle cemu

, CollnanpHble CETH aKTUBHO BXOJAT B HAIly ’KU3Hb, MHOTHE JIIOJU PabOTaIOT U KUBYT * TaM
nocrosuHo!, a B Facebook yxe 3aperucrpupoBaH MuIIMap[ 4€IOBEK, YTO SABISETCS OMHOM "
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CeHBMOﬁ BCEX JKUTEJeH IIaHeThl. MHOTHE MOJIb30BaTEIU HE IIOHMMAKOT, 4YTO I/IH(I)OpMaHI/Iﬂ,
pasMCIICHHAas UMH B CONUAJIbHBIX CCTAX, MOKCT OBITh Haﬁz{eHa " HCII0JIb30BaHa KEM YIroaHoO, B
TOM 4YHCJIE HE 003aTEIBLHO ¢ OaruMu HaMCPCHUSAMM.

OcHOBHBIE COBETHI 110 0€30MMACHOCTH B COMATBbHBIX CeTHAX:

1. Orpanuub cUCOK Jipy3eil. Y Te0s B Apy3bsiX HE TOJDKHO OBITh CITYYalHBIX 1 HE3HAKOMBIX JTIO/ICH;
2. 3ammimmai CBOIO YaCTHYIO XKW3Hb. He ykaspiBaii mapomnm, TenedoHbl, aapeca, 1aTy TBOETO
POXKICHUSI U JIPYTYI0 JUYHYI0 HH(OpManuio. 3I0yMBIIUIEHHUKA MOTYT MCTOJB30BaTh JaXKe
UH(GOPMAIIUIO O TOM, KaK Thl U TBOM POAUTEIN IJIAHUPYETE TPOBECTH KAHUKYIIBL;

3. 3amminai CBOIO pEmyTalMIo - IEPKH €€ B YUCTOTE U 3a/1aBail cebe BOMpoc: XOTel Obl ThI,
4yTOOBI JPyTU€ TMOJIH30BAaTEIU BUJEIH, UYTO Thl 3arpyxaemb? [logymail, mpexiae 4em 4YTo-TO
OIy0JIMKOBATh, HAITUCATh U 3aTrPY3UTh;

4. Eciu Tl TOBOPHIIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJIb3Yyl CBOE PEAJIbHOE UMS U
JIPYTYIO JIMYHYIO MH(GOPMAIMU: UMSI, MECTO >KUTEIHCTBA, MECTO Yy4eObl U Mpoyee;

5. N3berait pazmenienus ¢potorpaduii B IHTepHETE, T1I€ ThI M300pa’keH Ha MECTHOCTH, 1O
KOTOPOU MOKHO OIIPEAEIUTH TBOE MECTOIOIOKECHUE;

6. [Ipu peructpanuu B COLMAIBHOM CETH HEOOXOJUMO HMCIOJIb30BaTh CJIOKHBIE MapOJIH,
cocTosimue u3 OyKkB U IU(dp U ¢ KOJMYECTBOM 3HAKOB HE MEHEE §;

7. Jlnst coumanbHOM CETH, MOYTHl U JIPYTUX CAaWTOB HEOOXOAMMO HCIOJIb30BaTh pa3HbIC
naposiu. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TIOJYy4aT JOCTYH TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpa3y.

DnexmpornHvle OeHbeu

DJEeKTPOHHBIE IEHBI'M — 3TO OYEHb YI00HBIN CIIOCO0 MIaTeKEN, OJHAKO CYIECTBYIOT MOIIIEHHUKH,
KOTOPBIE XOTSAT MOJIYYUTh 3T JICHBIU.

DNEKTPOHHBIE IEHBI'H TIOSIBUJIMCH COBCEM HEABHO U KMEHHO M3-3a 3TOTO0 BO MHOT'MX I'OCYJapCTBax
710 CHX TIOp HE MPOIMCAHO NP0 HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHUPYIOT U O HUX YK€ MPOMHMCAHO B 3aKOHE, TJ€ UX Pa3esdioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AaHOHUMHBIE. PasHuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX paspemiaeTcss MPOBOAUTH ONEpaluu 0e3 HUACHTU(PUKALMK [OJb30BaTENsl, a B
HEaHOHUMHBIX UJEHTU(UKAIIMYI TOJIb30BATENS SBIIAETCS 005S3aTENbHOM.

Taxoke cieayer pa3audaTh dJIEKTPOHHbIC (PUATHBIE IEHBIH (PaBHBI TOCY1IaPCTBEHHBIM BATFOTAM )
Y DJIEKTPOHHBIE HE(PUATHBIE IEHbIM (HE paBHbBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHBIMU JIEHbIaMU:

1. [IpuBskn K cyeTy MOOWIBHBIA Tene@oH. DTO camblil yAOOHBIM M OBICTPBIN crOCOO
BOCCTAHOBUTH JIOCTYN K cyeTy. lIpuBsizaHHbI Tene@oH momoxkeT, eciu 3abynems CBou
IJIATEKHBIN MTapOJIb WM 3alJICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA,

2. Hcnonb3yit omnopazoBsie maposu. [locie nmepexona Ha YCHUIICHHYIO aBTOpH3aIni0 TeOe
yKe He OyJIeT yrpoKaTh OMAaCHOCTh KPaXKH WJIM MepexBaTa MIaTeKHOTO MapoJis;
3. Br16epu cinoxHbiif maposs. [Ipectynaukam Oynet He IPOCTO yrajaaTh CIOKHBIN MapoJib.

HanexHble maposim — 3TO mapoju, KOTOpbIE CoAepkKaT He MEHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHbIE M MPOIMHUCHBIE OYKBBI, HU(PHl U HECKOJBKO CHMBOJIOB, TaKH€ KakK 3HaK JoJuIapa,
(dbyHTa, BOCKJIMIIATENIbHBIN 3HAK U T.II.

4, He BBOM criou TMYHBIEC JaHHBIE HA CaliTax, KOTOPHIM HE IOBEPSIEIIb.

InekmpoHHas nouma

m DJIEKTPOHHASI TIOYTa — 3TO TEXHOJIOTHUSl U MPEJOCTABISIEMbIE €10 YCIYTH MO MEPEChUIKE U
MOJIYYEHHUIO AJIEKTPOHHBIX COOOIEHUN, KOTOPBIE PACTPENCISIIOTCS B KOMIBIOTEPHON CETH.
OOBIYHO ~ DJEKTPOHHBIM  MOYTOBBIA  SIIMK  BBIJISIAUT — CIACAYIOIIMM  00pa3oMm:
UMs_TIOJIb30BaTENIA(@HUMSI_JTIOMEHA, TaKKe KpoMe IMepeladyd MpPOCTOro TEKCTa, HMEeTCs
BO3MOKHOCTh TIepe/1aBaTh (Pailiibl.

OcHOBHBIE COBETHI IO 0€30IMMacCHON PadOTE C IMEKTPOHHOU MTOUYTOM

1. Hano BbiOpaTh mpaBUIbHBIA MOUYTOBBIA CepBUC. B HMHTEpHETE €CTh OTPOMHBII BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIIIe TOBEPITh TEM, KOTO 3HACIIb, U KTO NEPBHIN B



pPEUTHHTE;

2. He ykaspBail B nuuHO#l moure nuuyHylo uHpopmaumio. Hampumep, nyumie BbIOpaTh
«My3bIKaJIbHBIA _ (paHaT@» nnu «pok2013» BmecTo «remal3y;

3. Mcnonb3yil ABYX3TanHylO aBTOPHU3ALMI0. DTO KOrJa MOMHUMO MapoJisi HYKHO BBOJIUTH KOJ,
pUChUTIaeMbIi o SMS;

4. Bp10epu cioXkHBIM T1apoib. JJIs KaXK10ro mouToOBOIO SIMKa JOJKEH ObITh CBOM HaJIC)KHBIM,
YCTOWYUBBIN K B3JIOMY I1apOJib;

5. Eciin ecThb BO3MOXKHOCTH HalKcaTh CaMOMYy CBOW JMYHBIM BOIPOC, HCMIOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SAMIMKOB. [IepBbIN 11 4aCTHOW NEPENUCKU C aIpecaTamu,
KOTOPBIM ThI JJOBEPSICIIb. ITO NEKTPOHHBIN aipec HEe HAJI0 UCII0JIb30BATh MPU PETUCTPAIUU Ha
dbopymax u caifrax;

7. He oTkpeiBail (ailyibl 1 apyrue BIOXKEHUS B MUChMax JaXe €CIM OHM TMPHUILIA OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHH Te0e ATH (pailib;

8. [Tocie okoHYaHUs pabOTHI HA TTOYTOBOM CEPBHUCE TEpe] 3aKPBITHEM BKIIAJIKK C CAHTOM HE
320y HOXKATh Ha «BBIATHY.






